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MWHUCTEPCTBO OEPA30OBAHUSA U HAYKA POCCUNCKOW ®EQEPALINU

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[enapTameHT rocyaapCTBEHHOW nonuTMku B cdepe obwero obpasosaHusa MwuHoBpHayku Poccum
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHol komuccumen Coseta depepauum no  pasBUTUIO
MH(OPMALIMOHHOIo obLlecTBa MEeTOAMYECKME pEeKOMeHOauuy O pasMeLleHMU Ha WHMOPMAaLMOHHBIX CTeHaax,
ohmumanbHbIX MHTEPHET-calTax U OPYrMx MHGOPMaLMOHHBLIX pecypcax obuieobpasoBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLUECTBNALWMUX ynpasreHne B cdepe obpas3oBaHud, MHdopmauunm o Ge3onacHOM MOBEeAEHWU U
ncnonb3oBaHum cetn "HtepHeT".

OuvpexTop [enapTtameHTa
A.E.NMETPOB

MpunoxeHune

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHMX HA UH®OPMALIMOHHbIX CTEHAAX, O®PULUNATIbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptammn n udneHammn BpemeHHo komuccum Coseta Pepepauum nNo pasBuUTUO MHGOPMaLMOHHOIO
obLecTBa B paMKax BbIMONIHEHNS pekOMeHAaLMN NapnaMeHTCK1X cnywaHuin "AkTyanbHble BONpockl obecneveHms
BGesonacHOCTV 1 pa3BUTUS AeTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKoMeHAauMu O pasMeLlleHMM Ha WH(OPMaLMOHHbIX
cTeHAax, oduuuanbHbIX WHTEPHeT-canTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHu3aumi 1 opraHoB, OCYLLECTBASKOLWMX yrnpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
nosedeHWn 1 ncnonb3oBaHun cetu "MHTepHeT" (ganee - meToamMyeckme pekomeHaauum).

MeToanyeckue pekomeHZauun HanpasfeHbl Ha KayeCTBEHHOE MOBbLIWEHME YPOBHS WMHGOPMALMOHHOW
aesaTenbHocTn obweobpa3oBaTenbHbIX OPraHM3auuin M OpraHoB, OCYLUECTBMSAIOLWMX yrpaBneHne B cdepe
obpas3oBaHusi, B 4YacTu MHOPMUPOBAHUSA YyyalUMXCSA, WX poauTenen (3akoHHbIX MpeAacTaBuTeEnen) wu
negarornyecknx paboTHMKoB 06 OCHOBHbIX acnekTax MHpopMaLMoHHON 6e30MacHOCTMK.

MeToanyeckne pekoMeHzaumm No3BonAT  obuwieobpasoBaTernbHbIM - OpraHusaumMsiM U opraHam,
OCYLLECTBMNAIOWMM ynpaBrneHne B cdepe oOpas3oBaHus, akTyannampoBaTb YXKe MCMofb3yemMble U pa3MeLLeHHbIe
NMH(OPMAaLIMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb UX B Cllyd4ae MX OTCYTCTBUS C YYETOM Jy4LUMX MPaKkTUK U
pekomMeHaaunin.

B paMkax meTogMyeckux pekomeHgaumin paccMaTpmBatoTCsa CrieQyroLWmne MHCTPYMEHTDI:

1. nHOPMaLMOHHbIE CTEHABI;

2. ocbuuymanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

MHdopmaumnoHHbIe CTeHAbI
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Ha wuHdopmauunoHHblx cTeHgax B 06uieobpasoBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun u B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM AN Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCcs pasMecTuTb WH(OPMALMOHHbIE MaMATKW, CoAepKallme OCHOBHble COBETbl MO obecneyeHuto
NMHGOPMALIMOHHOM 6Ee30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeTOoOMYECKUM peKoMeHaaUMsM npeAcTaBrneH obpasel, NnamsaTkM Ans pasMeLLeHus Ha
NMHGOPMALIMOHHBIX CTEHAAX.

CpepcTtBa MaccoBou MHdopmaLmm

B cpegctBax maccoBoW MHGOPMaLMK, OPUEHTUMPOBAHHLIX Ha OOy4aroLIMXCS, PEKOMEHAYETCA B TeYeHue
y4yebHOoro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarnbl, NOCBSLEHHbIe OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTK, a TaKkKe pasnnyHblie NaMATKM ObLLLEro xapakTepa.

B cpeactBax wmaccoBor MHGOPMaUMM, OPUEHTUPOBAHHbLIX Ha Medarormyeckyto  obLLEeCTBEHHOCTb,
peKkoMeHOyeTCsi B TEYEeHWe KaneHdapHOro roda perynspHo nybnukoBaTb WHEOPMALMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHLIM acnekTaMm WH(OPMaUMOHHOW ©e30MacHOCTM KakK HECOBEPLUEHHONMETHUX, Tak U
obuleobpa3oBaTenbHbIX OpraHuM3auun, a TakKe pasnuyHble namsTkM, 0630pbl HOPMaTUBHO-MPaABOBOrO
perynMpoBaHust AaHHoW cdepbl U MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSAX B JaHHOW cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneynTb
BbIMYCK TEMAaTMYECKOro BbiNycka cpeAcTBa MaccoBon MHdopmauun nmbo cepum nybrvkauumn, cpegu KoTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA obydalomxcs, NX pogutenen (3akoHHbIX NpeacTaBUTENENn) U
negarornyeckon obLLeCcTBEHHOCTH.

OdwmumanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTefibHbIM OpraHM3aUusaM PeKoMeHAyeTCcs Ha CBouX oduumanbHbiX MHTepHeT-pecypcax
obecneunTb (PYHKLUMOHMPOBAHWE CaMOCTOSITENBHOMO U CneunanusMpoBaHHoro pasgena "MHdopmaunoHHas
Ges3onacHoCTb", B paMKax KOTOpOro NpeaycMoTpeTb pasMeLleHne creaytoLlein nHopmMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluaiotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyatomxcs pernaMeHTpyloLmne opraHmsaumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
MHopMaLNOHHO Be30nacHOCTU
oby4varowmxcsa n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BnacTu u apyrue
HOPMAaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyowmne obecnevyeHne
MHopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtcs
BMECTO KONUW pa3meLlaTb rMnepcehbinikni Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OopraHoB rocygapCTBEHHOW BNacTu.
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3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatotca metoamyeckme
paboTHMKam caunTa peKoMeHJaLmMm 1 yKa3biBaeTcst
Konunn gokymeHTOB B MHOpMaLINGA O MEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpasneHHbIX Ha

NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTY nefarornyeckmx paboTHUKOB.

4. | Obyyatowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmauMoHHas namsitka
canTta (npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smellaeTcsa nHopmaLmoHHas namsaTka
npeacraBuTensam) canTta (npunoxexne N 3).
obyvatowmxcs

6. |[etckne 6esonacHble | TeKCT Ha CcTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHayeMbIX K UCNOSb30BaHUO B

y4yebHOM npouecce 6e3onacHbix canTax,
GaHHepbl 6e3onacHbIX AETCKMX CalToB.

OpraHam, ocyLlecTBnALLMM yrpaBneHne B cpepe obpasoBaHUs, peKoMeHayeTCst Ha CBOUX odmumanbHbIX
WHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOATENbHOMO W CNeLManu3npoBaHHOrO pasgena
"iHdopmaLmoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoOTPeTb pasMeLLeHMe creayoLlen MHgopmaumu:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadun cBoW, CBOEN CEMbU U Apy3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, OkasbiBaTb AaBreHNe - BeCTu cebst HEBEXITMBO N arpeCcCrBHO;
4. He pacnopsikaics AeHbramm TBoel ceMbM 6e3 paspelleHnst cTaplunx - Bcerga cnpallvean poanTenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMW B pearnibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauTeNsam
UMK onekyHam;

2. MpuvrnawatroT nepenncbiBaTbCH, Urpatb, 0GMeEHMBATLCS - NPOBEPb, HET MW NOABOXA;

3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKGSbIBaVI B3POCJ1bIM O npo6nemax B CeTh - OHK BCerga rnomoryT;

5. Vcnonb3yn HacTponkn 6e30nacHOCTU U NPUBATHOCTU, YTOObI HE NOTEPSITb CBOWM akKayHTbl B COLICETAX U
Opyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NMOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMVHUCTPaLIMS CanToB BCerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMnYOK" 1 Nonydy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYHAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULMNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MONogexun B MHTEPHETe CTaHOBUTLCSA Bornblue, a LWKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, NOMMMO OFPOMHOIO KOMWYECTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. OTa NamATKa JOrkHa NomMoyb Tebe 6e3onacHo HaxoaUTLCS B CETW.

KomnbloTepHbie BUpYChI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOMN SBNsieTCA CMocobHOCTb K pa3MHOXeHMo. B gononHeHue k 3aToMmy, BMpYCbl MOMyT MOBPeauTb WK
MOJSIHOCTbIO YHUYTOXUTb BCe paiinbl U [AaHHble, NMOAKOHTPOSIbHbIE MOMNb30BATEN, OT UMEHWU KOoToporo 6bina
3anylieHa 3apakeHHasi nporpaMMa, a Takke NoBpPeAnTb UINN JaXe YHUUTOXUTb OnepaLuoHHYo CUCTEMY CO BCEMU
dhaiinamu B uenom. B GonblUMHCTBE Cry4YaeB pacnpoCTpaHsATCA BUPYCbl Yepes UHTEPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHble OnepauuoHHbIE CUCTEMbI, UMEILLNE CEepPbe3Hbli YPOBEHb 3aluTbl OT
BPELOHOCHbIX NporpaMm;

2. TMocTosiHHO ycTaHaBnuBan nadvTy (LudpoBble 3annaTkv, KOTOpble aBTOMaTUYECKM YCTaHaBNMBAKOTCS C
uenbto gopaboTkn nporpaMmmbl) U gpyrme OoGHOBNEHWUsI CBOEN OMNepaumMoOHHOM cucTeMbl. CkaumBanm MX TOMBKO C
oduymnansHoro carnta paspabotumka OC. Ecnu cylecTByeT pexum aBTOMaTn4eCckoro 0OHOBMEHUS, BKIHOYN €ro;

3. Pabotan Ha cBoem komnbloTEpPE MOA NpaBamMu NOMb30BaTenNs, a He agMuHucTpaTopa. OTO He No3BONUT
GONbLUNMHCTBY BPEAOHOCHbBIX NPOrpamMM MHCTaNIMpoBaTbCs Ha TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHnem 6as;

5. OrpaHunyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Micnonb3yn BHeLIHWE HOCUTENU MHOPMaLUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NPOBEPEHHBIX MCTOYHUKOB;
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7. He oTKpbiBal KOMMNbIOTEPHbIE halnbl, MNOMyYEeHHble M3 HEeHageXHbIX WUCTOYHMKOB. [axe Te dhaunnbl,
KOTOpble npucrnan TBOW 3HaKoMbIi. Jlyylle yToYHU Y Hero, oTnpasnsan nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HuagepnaHackass komnaHus 3apeructpupoana 6peng "WECA", yto obosHadano crnoBocodyeTaHune "Wireless
Fidelity", koTopbin nepeBoauTCs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bif10 4aHO C HAMEKOM Ha CTaHAApPT BbiCLUEN 3BYKOBOW TexHMKM Hi-Fi, yto
B NepeBode 03Ha4aeT "BblCOKas TOYHOCTL".

Ha, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTeNnsdAx M asponopTax ABNAETCA OTNMYHON BO3MOXHOCTbIO
BbIXOA4a B UHTEPHET. Ho MHOrmne akcnepTbl cuntatoT, 4to obweanoctynHele Wi-Fi ceTu He aBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBai cBO nu4YHy0 unHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. Pabotas B HuX,
XenaTtenbHO He BBOAMTbL Maponuv A4OCTyNa, forMHbl U Kakue-To HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayku BMpyca Ha TBOe YCTPOWCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn kK dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMONYaHWIO, OLHAKO HEKOTOpble MONb3oBaTeNM akTUBMPYIOT ee Ans ygobcTBa MCNoNb30BaHWUS B
paboTte nnn y4ebe;

4. He ncnonbayn nydnmynbii WI-FI ans nepegaym nyMYHbIX AaHHbIX, HANPUMMeEpP Ansl BbiXxoda B couManbHble
CETMW UINK B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3aliumileHHoe coeauHeHne vepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM UMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum dyHkuuio "TlogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMAaTUYECKOro MOAKIKYEHNs ycTporcTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble CETUM aKTMBHO BXOAAT B Hally XXW3Hb, MHOTME Ntogun paboTaloT M XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg YerioBek, YTO SBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorvne nonb3oBaTtenu He NMOHNMAKOT, YTO Mchopmau,vm, pasmelleHHaa nMnm B coumnarbHbIX CETAX, MOXeT ObITb
Haﬁ,qua M ncnosrnb3oBaHa KeM yrogHo, B TOM 4ucrnie He obsa3aTenbHO ¢ Gnarumm HaMepeHunamu.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coUManbHbIX CETSX:

1. OrpaHun4b cnncok gpysen. Y Tebs B Apy3bsax He AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX NOAEN;

2. 3awumuian cBOK YacTHY Xu3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, gaTy TBOEro poXaeHus u
OPYryo NU4YHyo MHopmMauunio. 3NoyMbILLNEHHUKU MOTYT UCMOMb30BaTh Aaxe UH(OPMALMI0 O TOM, Kak Tbl U TBOU

poauTenn nnaHnpyete NpoBeCTU KaHUKYIbI;

3. 3awuwan ceoto penyTauuio - epXun ee B YACTOTe U 3adaBait ceGe Bonpoc: XoTen Gbl Thl, YTOObLI Apyrue
nonb3oBaTenu BUOenu, YTo Tbl 3arpyxaelusb? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanncaTb U 3arpysuThb;

4. Ecnu Tbl rOBOPULLb C NIOAbMU, KOTOPbIX HE 3Haellb, HE UCNOSb3Yy CBOE peanibHOe UMSA U APYryHo JIMYHYHO
NHGOPMaLIMK: UMSI, MECTO XUTENLCTBA, MECTO y4ebbl U NpoYeE;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306paeH Ha MeCTHOCTU, MO KOTOPON MOXHO

K0HcyanaHTI'Imoc www.consultant.ru CtpaHuua 7 n3 16

HagexXHas npaBoBas nogaepxka



<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBnexHun nHcdopmauumn”
(BmecTe ¢ "MeToanyecknMy pekomeHgaumusamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
Oata coxpaHeHus: 30.10.2018

onpenennTb TBOE MECTOMOJIOXKEHUE;

6. Mpu peructpauumn B coumnansHOM ceTn Heob6XoaMMO MCNONb30BaTh CIIOXHbIE Naponu, cocTtoslme n3 6yks
N Undp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnun
Tebda B3nomatot, TO 3M10YMbILUNEHHUKN nony4daT AOCTYynN TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

3ﬂeKTp0HHbIe AeHbIn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbIN cnocob nnaTexen, OQHAKO CYLLECTBYIOT MOLUEHHUKW, KOTOpbIe
XOTSAT NONYYNTb 3TU AEHbIN.

3J'IeKTpOHHbIe OeHbIm noAasuUnnMcb coBcemM HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
Nnop He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHU (PYyHKUMOHUPYIOT U O HUX yXXe MPOMUCaHO B 3aKOHe, Tde WX pasfensitoT Ha HEeCKOSbKO
BWOOB - @HOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOpPbIX paspellaercs
npoeBoguTb onepauum 6e3 naeHTudrkaumm nonb3oBaTensi, a B HEAHOHMMHbIX MAEHTUdUKALMA Nofb3oBaTens
ABnsieTcs 0bA3aTenbHON.

Tawke cnegyeT pasnuyatb 9MEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApPCTBEHHbIM BanilTam) U
3MEKTPOHHbIE HedmaTHbIe AeHbIN (He paBHbl FOCYAapCTBEHHbIM BarntoTam).

OcHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEHbramMmu:

1. NpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cueTy. [NpuBsA3aHHbIN TenedgoH MOMOXeT, ecnn 3abyaellb CBOW MaTeXHbI Naposflb UM 3angellb Ha calT C
HEe3HaKoOMOro yCTPONCTBa;

2. Ucnonbayii ogHopasoBble naponu. Mocne nepexoda Ha ycuneHHylo aBTopusauuio Tebe yxe He Gyaer
yrpoXaTb OMNacHOCTb KpaXku UNu nepexeara nrnaTexHoro napons;

3. Bbibepu cnoxHein naponb. lNpecTtynHukam OygeT He MpPOCTO yradaTb CIOXHBIA Naponb. HagexHble
naponu - 3To Naponun, KoTopble coaepXaT He MeHee 8 3HaKOB M BKIOYaT B ce0S CTPOYHbIE M NPOMMUCHbIE BYKBHI,
UMdpbl 1 HECKOmNMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, yHTta, BocKnuuaTternbHbIA 3HaK M T.n. Hanpumep,
$tRONg!;;

4. He BBOOM CBOW JNIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OnekTpoHHas noyta

OnekTpoHHaa no4yTa - 9TO TEXHOMOrUs W NPefoCTaBMnsAEeMble €l YCMNyrn Mo MNepecbinke W MonyYeHuto
3MEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensiioTcs B KOMMNbloTepHOW ceTh. OBbIMHO 3MEKTPOHHbIN MOYTOBLIN
AWMK BbIMAOUT credylolmm obpa3oM: MMS_Mosb3oBaTens@umsi_JoMeHa. Takke KpoMe nepedayu NpocToro
TEKcTa, MMeeTCsi BO3MOXHOCTb NepeaaBath aiinbl.

OcHoBHble coBeTbl N0 B6e3onacHoin paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hapgo BbibpaTb MNpaBunbHbIM MOYTOBBIA CepBUC. B MHTEpHeTe ecTb OrpomHbii BbIGOp GecnnaTtHbix
MOYTOBbLIX CEPBMUCOB, OOHAKO yylle AOBEPATb TEM, KOrO 3HaeLlb N KTO MEPBLIN B PENTUHTE;

2. He ykasbiBah B JMYHOM MNOYTE NNYHYO  UWHopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbI_daHaT@" unm "pok2013" BmecTo "temal3";

3. Vicnonb3yi ABYX3TanHyk aBTOpM3auuio. ATO Korga NMOMMMO MApOonsi HYKHO BBOAUTL KO, MPUChINIaeMbIn
no SMS;

4. Bbibepu CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro AWUKa AOMKEH ObiTb CBON HAAEXKHbIA, YCTOMYUBBIA K
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B3MIOMY Naporb;
5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOW JIMYHbIA BONPOC, UCMOMb3YN 3Ty BO3MOXHOCTb;

6. Vcnonb3yin HECKONBbKO MOYTOBBIX ALWMKOB. [1epBbIv NS YacTHOW NEpPEnncKkM ¢ agpecatamu, KOTOpPbIM Thbl
JoBepsiellb. TO ANEKTPOHHbIV aApec He HAZ40 UCNOoNb30BaTh NPU perncTpaumnm Ha opymax 1 cantax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXKEHUA B NUCbMax, AaXe eCnv OHW NPULLIM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N1 OHN Tebe 3Tn dannel;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNaOKM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintun".

Kn6epOynnuHr unm BupTyanbHoe usaeBarenbcTBO

KubepbynnuHr - npecrnegoBaHve cooblieHnsiMy, cogepXaluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYINUraHcTBO; coumanbHoe BONKOTMPOBAHME C MOMOLLLIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynrMHrom:

1. He 6pocaricsa B 60oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tl HauyHelWb oTBeYaTh OCKOPONEeHNAMIN Ha OCcKopbNeHns, TO TOMNbKO
ewle 6onbLue pasoxkeLlb KOH(IUKT;

2. Ynpasnsan csoen knbeppenyTtaunen;
3. AHOHVMMHOCTb B ceT! MHMMasi. CyLLecTBYOT cnocobbl BbIICHUTb, KTO CTOMT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT BCce TBOW OENCTBUS U
coxpaHseT ux. Yaanutb nx 6yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnitogai cBow BMPTYyarnbHYH YeCTb CMOMOAY;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Ny4le WrHOpUpOoBaTb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HayanbHOW CTaany;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMU COOOLLEHMSIMM, B coLManbHbIX CETSX €eCTb
BO3MOXHOCTb 6]'IOKI/|pOBKI/I OTnpaBkKn coobueHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
4YTO €ero AeWCTBUS OLEHMBAOTCS HEeraTUBHO, NoAdepXaTb XKEepTBY, KOTOPOW HyXHa MNCUXOnorndyeckasi nomoLlp,
CO0BLLNTL B3POCHbIM O haKTe arpeCCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenecgoH

CoBpeMeHHble cMapTOHbl U MnaHLWeTbl coaepxaTt B cebe BMonHe B3poChbI (PyHKLMOHAN, U TENEPb OHU
MOryT KOHKYpUpOBaTb CO CTaLMOHapHbLIMW KoMMboTepamu. OfHako, CPeAcTB 3aluThl Ans NoA0GHbLIX YCTPOWCTB
noka o4yeHb Mano. TecTUpoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOBUMbHbLIX MPUMOXKEHWI.

CoBpeMeHHble MOOWmnbHble 6Gpay3epbl  YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHune yHKLMOHana BneyYeT 3a cob6oi GOMbLLYH CIOXHOCT M MEHbLUYH 3aLUMLLEHHOCTb.

[aneko He Bce npon3sBoanTesnn BbIMYCKaOT 0obOHoBNEHUS, 3aKpbiBawWmMe KpUtn4veckme yAa3BuUMOCTU AOnd
cBOuUX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huyero He sBnsetcs no-Hactoslwemy GecnnaTHbiM. Byab OcTopoxeH, Bedb korga Tebe npegnaratoT
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©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-TO nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTto nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATH ONEpaLNoOHHYK CUCTEMY TBOEIO CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpyxai npunoXeHnss OT HEW3BECTHOrO MWCTOYHMKA, BeOb OHWM MOryT coAepXaTb BPEAOHOCHOE
nporpaMmmHoe obecneyeHue;

[Mocne Toro kak Thbl BblNAELWb C canTa, rae BBOAWUM NUYHYK0 MHOpMaumio, 3aam B HACTpoiku Gpaysepa u
yaanu cookies;

lMNepuvoanyeckn NpoBepsAn, KakMe NnaTHbIe YCNyru akTUBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Nonb3yelwbes. He 3abbiBan nHorga npoBepsTh 3TO.
Online urpbl

CoBpeMeHHbIE OHMaNH-UrPbl - 3TO KPacCOYHble, 3axBaTblBaloWUe pasBreyvYeHusi, OObEeAMHSIOLME COTHU
TbICSIM YernoBek no Bcemy mupy. Vrpoku mccredyloT OaHHbI UM MuUp, obLliatTcs OApyr ¢ OAPYroM, BbIMOJSHSOT
3aJjaHusl, CpaXaloTCs C MOHCTPaMK M MoJly4atoT onbIT. 32 YOOBOMbCTBME OHU MNATAT: MOKYNaloT AWUCK, ONnadnBaoT
abOHeMEHT unu NpuoGpeTatoT KakMe-To Onumn.

Bce atm cpeactBa vaoyT Ha noadepxaHue W pasBMTME Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpPM3aLMK, BbIMycKaloTCs HOBble MaTyu (LMDpoBbIe 3annaTku Ans nporpamm),
3aKpbIBAOTCS YSI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOpPOM OCHOBaHa cuctemMa aBtTopusaunm OonblMHCTBA urp.

OcHoBHble coBeTbI MO 6e30MacHOCTY TBOEIO UrPOBOrO akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyi ero B CrcKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOpaM Mrpbl Ha NIOXOe MOBEAEHWE 3TOr0 Urpoka, >KenaTenbHO MNPUIoXWTb
Kakue-To JoKkasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyo nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMPYC. [Moka Tbl uUrpaellb, TBOW KOMMbLIOTEP MOryT
3apasuTb.

PUWKNHT unn KpaXxa NMNYHbIX AaHHbIX

OO6bIYHOM Kpakel [eHer W [OKYMEHTOB CErofHsl Y& HUKOrO He YyOuBUlIb, HO C pasBUTUEM
WHTEPHET-TEXHONOIMIA 3MOYMBbILLINIEHHUKN NEPEeMeCTUNIUCE B MHTEPHET, U MPOAOoIHKalT 3aHMMaTbea "NioGUMbIM"
OErnoM.
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Tak nosiBunacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4YeHun KoHuaeHUnanbHblX AaHHbIX NONb3oBaTenen - NOrMHOB M naponen. Ha aHrnuiickom ga3bike phishing
yntaeTca kak dpuwuHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblfa B3riomaHa, To Heobxoanmo
3abnokupoBaTh ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Vicnonb3yi 6e3onacHble Beb-calTbl, B TOM YUCHE, MHTEPHET-MarasnHoOB U NOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 30YMbILLNEHHNUKN
nony4aT AOCTYN TOMbKO K OQHOMY TBOEMY NPOUII0 B CETH, a HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To Heob6xoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMEHM ByaeT pacchbinatbCA cnam M CCbISIKM Ha
PULLNHIOBbIE CaNThI;

5. YctaHoBM HagexHblv naponb (PIN) Ha MOOWNbHEIN TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrue BRNOXEHUS B NMUCbMax, OaXe €Cf OHU NPULLNKM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMANN N1 OHWN Tebe aTn dannol.

UndpoBas penyrauus

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtupytowlas
nHdopmaums, pasMeLleHHas B MHTEPHETe, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearnbHOW XU3HW.
"Undposas penytaumsa” - 9To TBOW UMUK, KOTOPbIN hopmupyeTcs M3 nHcopmaumm o Tebe B MHTEpHeTe.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONoXeHne, 0COBGEHHOCTM XapakTepa M pacckasbl O
GNU3KUX - BCE 3TO HaKannMBaeTcs B CeTU.

MHorme noapoCTKM NErkOMbICIIEHHO OTHOCATCS K nybnukauun nuyHon uHdopmaumum B VIHTepHeTe, He
NMOHUMas BO3MOXHbIX MOCNeACTBUA. Thl AaXe He CMOXeLlb AoragaTbCs O TOM, YTo poTorpadms, pasmeLLeHHas 5
neT Hasaj, cTana NpPUYnHON oTkasa NpuHATbL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBomx dotorpadun n apyrne AerUCcTBUA MOTyT HE UCYE3HYTb Jaxe nocre Toro,
KaK Tbl UX yganub. Tbl He 3Haelb, KTO COXpaHuI 3Ty MHdopmaumio, nonarna M oHa B MOUCKOBbIE CUCTEMBI U
COXpaHunacb 1 OHa, a rnaBHoe: YTO NogyMaloT o Tebe OKpyKatoLme Nioaun, KOTopble HanayT U yBMAAT 3T0. Hantn
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak M3 Aobpbix NoByKAeHUn, Tak 1 C HAMEPEHNEM NPUYNHNUTD
BpeA. ATO MOXET ObITb KTO YrogHO.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:
1. NMogymain, npexge 4em 4TO-TO Ny6nMKoBaTh U NepedaBaTh Y cebs B 6nore nnm B coumanbHoOWm ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHWYeHUs Ha MPOCMOTP TBOEro npoduns U ero COAepXMMOro,
caenai ero Tonbko "onsa apysen';

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLNIO, KOTOpPasi MOXET KOro-NiMbo ockopGnsTe UMK 06uxaTb.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib3oBaTesn Ll,M(prBOFO NpoCTpaHCTBaA. OpHako paneko He Bce
3HaKT, YTO MNonb3oBaHne MHOIMMMMU BO3MOXHOCTAMU LI,I/KprBOI'O MuUpa Tpe6yeT cobntogeHuns npaB Ha
MHTEeNnnNeKTyarnbHylo COBCTBEHHOCTbD.
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TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfiMyHbiM TBOPEHUSIM 4YENIOBEYECKOro yma,
HayMHasa C HOBbIX M30OpeTEHUN N 3HaKOB, 0B0O3Ha4aoLWmMx CO6CTBEHHOCTL HA NPOAYKTbI U YCIyrK, U 3aKkaH4MBas
KHuramu, otorpadmsamm, KUHOPUIbMamM1 U My3blkanbHbIMU NPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHy0 COBCTBEHHOCTb Ha NPOM3BEOEHUSA HayKu, nuTepaTypbl
N nckycctea. ABTOpPCKME NMpaBa BLICTYMAKT B KAYECTBE rapaHTUKM TOro, YTO WHTENNEKTYarnbHbIA/TBOPYECKUIA TPYA
aBTopa He ByaeT HanpacHbIM, AacT emMy CnpaBeanvBbLie BO3MOXHOCTU 3apaboTaTh Ha pesyrbTaTax CBOEro Tpyaa,
nonyyYntTb W3BECTHOCTb W nNpu3HaHne. Hukto ©6e3 paspelleHna aBTopa He MOXeT BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGNMYHO AEMOHCTPUPOBAaTh, NpodaBaTbh, MMMOPTUPOBATbL, MycKaTb B NpPOKar,
Ny6rIMYHO MCNOMHATL, NOKa3bIBaTb/UCNONHATL B 3dhupe nnm pasmeLLats B VIHTepHeTe.

Wcnonb3oBaHve "nupartckoro" nporpammMHoro obecnevyeHnss MOXeT NPUBECTU K MHOTUM pUCKaM: OT MoTepu
OaHHbIX K TBOMM akkayHTam o GNOKMPOBKM TBOEro YCTPOWCTBA, rae yCTaHOBMEeHa HeneranbHas nporpamma. He
CTOUT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmel, KOTOPbIE MOXHO HalTW B CETW.

O noprtane

CeTeBUYOK.pcp - TBOW IMaBHbIi COBETYMK B CETU. 3[4ecb Tbl MOXEWb Yy3HaTb O 6e30nacHOCTU B CeTu
MOHATHBIM W OOCTYMHbLIM A3bIKOM, @ MY BO3HUKHOBEHUW KPUTUYECKOW CUTyaLun obpaTuTbCs 3a COBETOM. A Takke
NPUHATL Y4acTMe B KOHKYpcax U CTaTb CaMbiM LMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3

NAMSATKA 0N POOUTENEW OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepMuHa "vHdopmaumnoHHas 6e3onacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-$93 "O 3awute geten OT MHGOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBSA3aHHbIE C 3alUUTON AeTen OT UHOPMaLMK, NMPUYMHSIIOLLEN Bpen UX 340POBbI0 U (M) pasBuTHIO.
CornacHo gaHHOMY 3akoHy "WHdopmauunoHHasi 6e3onacHocTb geTer” - 3TO COCTOsIHME 3alUULLIEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSI3@HHbIN C MPUYMHEHNEM MHPOpPMaLUUel Bpeaa nx 30opoBbi 1 (Mnu) nsnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-93 nHdopmaumen, npuumHAOLLENA Bped 340POBb0 U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. WHdopmauusi, pacnpocTpaHeHue KOTOPOW OrpaHuYeHo cpeau AeTeil onpefeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHdopmaumm, 3anpeLLeHHon 4nsa pacnpocTpaHeHns cpean aeTen, OTHOCUTCS:

4. vHdopMauus, nobyxparwan geTelt K COBEpLUEHMIO OENCTBUM, NPEACTaBMSAOWMNX Yrpo3y UX XU3HU U
(vnn) 300pOBLIO, B T.4. MPUUYNHEHMIO Bpeaa CBOEMY 30POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaThb Yy AeTew XenaHue ynotpebutb HapkOTUYECcKMe CPeacTBa, MCUXOTPOMHbIE U (Mrn)
ogypmaHuBatlmMe BellecTBa, TabayHble M3Oenus, ankoronbHyl W CnMpTocodepXKallytd MpoAyKLMiO, MUBO W
HanWTKW, M3roTaBNMBaeMble Ha €ro OCHOBE; NPWHATb yyacTMe B a3apTHbIX Mrpax, 3aHUMaTbCsi NPOCTUTYLMEMN,
6poasKHNYECTBOM UMM MONPOLLANHNYECTBOM;

6. obocHoBbiBalOWas WM onpaBAblBaollas [OMYCTUMOCTb Hacunms u  (Mnn) xectokoctn nnéo
nobyxaatoLlas OCyLLEeCTBIATb HACUIbCTBEHHbIE ENCTBUS MO OTHOLLIEHUIO K NIOASM U 3KUBOTHbIM;

7. oTpuuawoLllas ceMelHble LEHHOCTU U (hOpMUPYIOLLAS HEYBaXXEHUE K POAMTENAM U (MNKU) OPYrUM YneHam
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ceMbW;
8. onpasibiBatoLllad npoTnBonpaBHoOE NnoBeaeHne,
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepxaluasa nHpopmaLumo NopHorpadmnyecKkoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPOM OrpaHWYeHoO cpeau [heTell OonpedesieHHoro Bo3pacTa,
OTHOCMKTCS:

1. Hopmauus, npeacTaBsnseMasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NCUXMYECKOr0 HacKUnusi, NPECTYNIEHUSA UM MHOTO aHTUOBLLLECTBEHHOIO AENCTBUS;

2. Bbi3blBaOWAsA y AeTen CTpax, yKac unv naHuky, B T.4. npeacTaBnsemas B Buae u3obpaxeHus wmm
OMNMCaHNMa B YHWXKaloLWen 4enoBeyeckoe [OCTOMHCTBO (POpPME HEeHacunbCTBEHHOW CcMepTu, 3abonesBaHus,
caMoybumncTBa, Hec4acTHOro criydasi, aBapun Unm katactpodbl 1 (Mnn) nx NOCNeACTBUN;

3. npencraengemass B BMAE M300pPaXKEHUS UMM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUMHOW W
>KEHLLMHOMN;

4. copgepkallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B ceTu VIHTEpHET ANs pasnuyHbIX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbix NO3BONMT obecnevnTb MHPOPMaLMOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6wme npasuna gna poauTenen

1. He3zaBucrmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiiee punbTpoBaTb
N KOHTPONMpoBaTb MHPOPMAaLMIO, HO He MonaranTecb NOMHOCTLIO Ha Hero. Balle BHUMaHWe k pebeHKy - rmaBHbIN
MeTop 3alUMThI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 couumanbHbix cepucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENbLHO N3y4YnNTE, KaKylo MHPOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMuMnsax u
Brorax, Bkntoyas gotorpadum n Bugeo.

3. lNpoBepbTe, C KakMMKM APYrMMU canMTamu CBSi3aH couumanbHbin cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIIKN Ha HeXXenaTenbHbIe N ONacHble CanThbl
(Hanpumep, NOpPHOCAaNT, UMK CanT, Ha KOTOPOM APYr YNOMUHAET HOMep coToBoro TenedoHa Bawero pebeHka mnm
Baw pomaluHumn agpec)

4. MoowpsiiTe Bawux getei coobuwaTe 060 BCEM CTPAaHHOM WM OTTaNKUBAIOLLEM U HE CRIULLKOM OCTPO
pearupymnTe, Korga oHu 3TO AenatoT (U3-3a onaceHusl NoTepsATb OOCTYN K VIHTEPHETY AETU He FOBOPSAT poaUTENsM
0 npobremax, a Takke MOryT Ha4aTb UCMONb30BaTb VIHTEpHET BHe JOMa U LIKOIbI).

5. byaobTe B Kypce ceTeBoM xun3HM Bawero pebeHka. IHTepecynTech, KTO nx Apy3bsa B VIHTEPHET Tak Xe, Kak
WHTEepecyeTech pearibHbIMU OPY3bAMM.

BospacTt ot 7 no 8 net

B WNHTepHeTe pebeHoKk cTapaeTcs MOCETUTb T€ UMW MHble CalTbl, @ BO3MOXHO M 4aTbl, pa3pelleHne Ha
nocelleHne KOTOPbIX OH He nonyynn Gbl OT poauTenen. [oatomy poautensm ocobeHHO nomnesHbl 6yayT Te
OTYeTbl, KOTOpble MPefoCTaBnAlTCA nporpaMMaMn NO  OrpaHMYeHuno  ucronb3oBaHus WHTepHeTta, T.e.
PoanTtenbckmin KOHTPONb NN TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX dannax. B pesynertate, y pebeHka He
OyZeT owylleHns, YTO 3a HUM BeOeTCH MOCTOSIHHbIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakme caunTbl nocewaetr ux pebeHok. [leTm B gaHHOM Bo3pacTe obnagatT CUMbHbIM YYBCTBOM CEMbMW, OHM
OOBEpYMBbI U HE COMHeBalTCs B aBToputetax. OHM nbAT urpaTb B CeTeBble UIPbl M NyTewwecTBOBaTb MO
UHTepHeTy, NCNornb3yst SNEKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENAMMN.
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CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cospgarite cnucok AOMalUHUX NpaBun nocelleHus WMHTepHeTa npwu yyvactum geten u Tpebynte ero
BbINOMHEHWS.

2. TpebywiTte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KOMMboTepoMm. Mokaxnte
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTo xouetcsa, a noTomy 4to Bbl Gecnokoutechb O ero
©e3onacHOCTU 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKVIpOBaHVIF| HeXenaTteNbHOro KOHTeHTa KaK AONOJfIHeHMe K CTaHO4apTHOMY
POﬂ,VITeJ'IbCKOMy KOHTpPOJO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpammHoro obecneyeHus.

8. MNpuyunte geten copetToBaTbcA ¢ Bamn nepen onybnmnkoBaHMEM KakoW-nMbo MHGOpMaLMK cpeacTBaMm
3NEKTPOHHON MOYTbI, YAaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte pgeten He 3arpyxaTtb (hannbl, nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluiarite AeTM UCNONb30BaTb CIyX0Obl MTHOBEHHOTO 06MeHa CoobLLEeHNAMN.

11. B "Genbin" cNuCoK CaWToOB, paspelleHHbIX ANs MOCeLeHWs, BHOCUMTE TOMbKO CaWTbl C XOPOLUEW
penyTauunen.

12. He 3abbiBaviTe 6ecenoBaTtb ¢ eTbMu 06 Mx Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb Wwna o apysbsax B
pearibHOWN >XU3HMU.

13. He genanite "Taby" 13 BONpOCOB MOMOBON >WU3HW, TaK kak B IHTEpHeTe AeTn MOryT Nerko HaTKHYTbCS Ha
nopHorpaduio nnm canTsl "gns B3pocnbix”.

14. Mpuyuute Bawero pebeHka cooblaTe Bam O niobbiX yrposax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMWU U HanoMHUTE AeTAM, YTO OHM B Ge3onacHOCTW, ecnv camu pacckasanu Bam O CBOUX
Tpesorax. [loxBanuTe nx n NoCoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT getest ot 9 go 12 netr

B paHHOM BoO3pacTe OeTu, Kak MpaBumo, yXe HacrblwaHbl O TOM, Kakas WMHgopMauus cyllecTByeT B
WHTepHeTe. COBEPLUEHHO HOPMAribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ychbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYN K HexenaTernbHbIM MaTepuanaM MOXHO Ferko 3abrnokupoBaTb MNpyU MOMOLUU CPeacTs
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHns HOPM HaxXOXOEHWS 33 KOMMbIOTEPOM.

3. Habnwopgante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NMOKaxuTe emy, 4To Bbl 6ecnokonTtech o ero
6e30nacHOCTU 1 BCEraa roToBbl OkasaTb eMy NOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yI7ITe cpencTtea 6J'IOKI/IpOBaHVIF| HeXenaTeNlbHOro KOHTeHTa KaK AONOoJfIHeHMe K CTaHOapTHOMY
POﬂ,VITeJ'IbCKOMy KOHTPOJHO.

6. He 3abbiBaviTe npvHMMaTb HEMOCPEACTBEHHOE ydacTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 00 MX
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HMKOrA4A He cornallanncb Ha NMYHbIe BCTPeYu ¢ apy3bsamu no MHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MNpuyunte OeTen HUKOrAa He BblAaBaTb JIMYHYIO MHOPMaLUMIO CpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MFHOBEHHOro o6MeHa COOBLLEHNAMM, PETUCTPALMOHHBIX POpM, MMYHBLIX NPOdUNEN N NMPU perncTpauumn Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
Cry4yalnHo 3arpy3nTb BUPYCbI MIN APYroe HexenaTtenbHoe nporpaMmMHoe obecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHMYeHHY0 y4eTHYIO 3anucb Ang paboTbl Ha KoMMbloTepe.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax U Tpeeorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe aetam, YTo oHM B 6e30nNacHOCTU, eCN caMu pacckasanu BaMm O CBOMX TPEeBOraxX 1 OrnaceHusx.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
y6eaunucb, YTo OHN He OOLLAOTCA C HE3HAKOMLLaMW.

15. OBbsicHUTE OEeTAM, YTO Henb3s MCNOMb30BaTh CETb AN XYNUraHCTBa, PacnpoCTpaHeHUs CnneTeH unm
yrpos.

BospacT getent ot 13 o 17 ner

B atom BO3pacTe NoApOCTKM aKTUBHO MUCMOJIb3YHOT MOUCKOBbIE MaLUWHbI, NOJIb3YHOTCA 3ﬂeKTp0HHOVl NnoYToNn,
Cﬂy>K6aMVI MrHOBEHHOro oOMeHa COOOLLEHUSMUN, CKauMBalOT MY3bIKY U (bVI.I'IbeI. Manbunkam B 3TOM BO3pacTe
fonblie no HpaBy CMeTaTb BCE€ OrpaHu4YeHud, OHU XaxayTt FDY6OFO tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTarT obuwaTtbca B vaTax, npn 3TOM OHWU Tropas3no bonee HYyBCTBUTEJIbHbI K
CeKkcCyalibHbIM gOoMoOraTtesnbCcTBam B MHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSM YXXe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX AETeW, Tak kak 00
VIHTEpHETE OHM YKe 3HAKT 3HaAYMTENbHO Bonblue CBOMX poauTenen. TeM He MeHee, He OThyckaWTe OeTen B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBoBaTb B 00LweHumn pebeHka B NHTepHeTe.

BaxHo no-npexHeMy cTporo cobniogate npasuna WHTepHeT-6e30macHOCTM - COrnalleHne  Mexay
poauTenamm n geteMu. Kpome Toro, HeobXoOuMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbI O OEATENbHOCTU
aeten B MHTepHeTe. CnegyeT obpatnTb BHMMaHME Ha HeObXOOMMOCTb COAEPXaHMS POAUTENbCKUX Mnaponew
(maponen agMMHUCTPATOPOB) B CTPOrOM CeKpeTe 1 0b6paTnTb BHUMAHME Ha CTPOrOCTb 3TUX NapOosien.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte cnucok OOMalUHWX MNpaBun noceweHus VHTepHeTa npu y4yacTMM NogpoCTKOB M Tpebywnte
6e3ycnoBHOro ero BeinonHeHusi. ObroBopuTe ¢ pebeHKOM CNMCOK 3anpeLleHHbIX caiToB ("4epHbl cnmcok"), Yachl
paboTbl B IHTEepHETe, pyKOBOACTBO MO 06LLEHMIO B VIHTEpHETE (B TOM YncChe B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTn NHTEPHET AOMMKEH HaxXoanTbCs B OOLL e KOMHaTe.

3. He 3abbiBante OecepoBaTtb C geTbMu 00 uX Opy3bsix B WIHTEpHeETe, O TOM, YEM OHM 3aHSTbl TaKUM
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obpasom, ByATo pedb uaeT 0 Apy3bsX B peanbHOM Xu3HW. CnpaluvMBante O Noasix, C KOTOpbIMKU AeTn obLialTcs
nocpeacTBoM Cny6 MrHOBEHHOro obMeHa coobLeHamu, 4Tobbl yoeauTbes, YTO 3TU NI0AN UM 3HAKOMBI.

4. Wcnonb3ynte cpeactsa ONokMpoBaHWUs HexenaTenbHOro KOHTEHTa Kak [OMOSfIHEHWE K CTaHO4apTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsa Bawwu getn. T[loowpsnte umcnonb3oBaHue
MOLEepUpPYEMbIX YaTOB M HacTauBawnTe, YTobbl AeTK He 0bLanncb B NPUBATHOM PEXMME.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrA4A HE BCTPEYanuchb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. Mpuyunte geTen He BblgaBaTb CBOK NMYHYK MHAOPMaLMIO cpeacTBaMu 3MEKTPOHHOW MOYTbl, 4YaToB,
CUCTEM MFHOBEHHOIro 0BMeHa CoobLLEHNSIMU, PEMNCTPALMOHHBLIX (POPM, NNUYHBLIX NPOUNEN U NPU perncTpauumn Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexenartenbHoe nporpammHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4yTto OHM B Ge3onacHOCTW, ecnu camm pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
MoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOOHbIX cryvasx.

10. Pacckaxute geTtam o nopHorpacdpum B UHTepHeTe. [omormte mm 3awmtuTbCs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3MNEKTPOHHOrO afjpeca, He OTBevyaTb Ha
HexxenaTenbHble NMCbMa M UCNONb30BaTh CreunarnbHble MOYToBble (UNbTPbI.

11. Mpuy4nte cebs 3HAaKOMUTBLCA C canTamu, KOTOpPbIE NoceLaT NOAPOCTKN.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHKU 3HAKOT O TOM, YTO MpaBusia XopoLuero
noBeeHWs OEACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HM B KOEM crnydae Henb3s ucnonb3oBate CeTb [Ona  XynUraHcTea,
pacnpoCcTpaHeHMs CnieTeH Unm yrpo3 Apyrum JNIoLsM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UIPbl COrMacHO 3aKOoHY.

lMocTosHHO KOHTponupynTe ucnone3oBaHne VHtepHeTa Bawum peberHkom! 3710 He HapylieHne ero nNMyHoro
NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTM 1 NposBneHne Balwen poaMTenbckon OTBETCTBEHHOCTU M 3a00ThlI.
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